AWS

EC2 & VPC CRASH COURSE
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* Preregs
» AWS account
» SSH client
- Mac - Terminal, Royal TSX, Termius
- Windows - mRemote

- hittps://mremoteng.org/download
- http://www.chiark.greenend.org. uk/~sgtatham/putty/latest.htm

- hitp.//technotes. khitrenovich.com/opening-ssh-aws-hosted-linux-servers-
mremoteng/

» Or spin up a Linux VM with VirtualBox

* Linux - ...


https://mremoteng.org/download
http://www.chiark.greenend.org.uk/~sgtatham/putty/latest.html
http://technotes.khitrenovich.com/opening-ssh-aws-hosted-linux-servers-mremoteng/
http://technotes.khitrenovich.com/opening-ssh-aws-hosted-linux-servers-mremoteng/
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We will focus on EG2 and VPG.



Amazon Elastic Compute Cloud (EC2) IS
the Amazon \Web Service you use 10
create and run virtual machines in the

cloud.

These are called instances.



VWe will launch EG2 instances in
vour very own VPG.



it you have an AWS account...
YOU PROBABLY ALREADY HAVE ONE!
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e Multiple network interfaces / IP addresses per instance
e You pick your IP address ranges

* Internal load balancers

e DHCP option sets

e (Option to use single-tenant hardware

e Propbably a dozen more benefits
 Proper network segmentation

o Security



—ven If you already have one

Because 1t s that much tun

(VNN
- i ?m 3
L g a4 ‘ d 7 -

', ) 4 { ‘? :

[N
ol 7
y
L
/ Ty
+7 1 - — . A
! E’ | I D
5T o ‘
. -
e ' ' l
s “ 0.\\0* n A\ LU
5 P A, .
- NG P e - o . 2 “q
y Ny ’ ' .'..\v . o : v
- - o . a =

—
.\— -

e [y y —
- v o = .
~ T
Y x 2
[ s
o Ty Y 2 -
R TS s s ™ INSURYSNYIULonNgt




| VPG Dashboard

Filter by VPC:
None

4p

Virtual Private Cloud

Your VPCs
Subnets

Route Tables
Internet Gateways
DHCP Qptions Sets

Elastic IPs

Resources <

Start YPC Wizard Launch EC2 Instances

Note: Your Instan ill launch in the US East (N. Virginia) regicn.

You are using the
Virginia) region:

llowing Amazon VPC resources in the US East (N.

5VPCs 5 Internet Gateways

6 Subnets 10 Route Tables

5 Network ACLs 2 Elastic IPs

0 VPC Peering Connections 0 Endpoints

1 Nat Gateway 15 Security Groups

1 Running Instance 0 VPN Connections

0 Virtual Private Gateways 0 Customer Gateways



il AWS ~ Services -~  Edit

Step 1: Select a VPC Caonfiguration

VPC with a Public

Subnet

Your instances run in a private, isolated secti f the AWS cloud with

direct access to the Inte s control lists and security Internet. S3

o provide strict contral over inbound and autbound DynamoDE. SNS,
your instances. SQS, etc

VPC with Public and
Private Subnets

/16 network with a /24 subnet.
Public IPs to access the Internet.

VEC with Public and blic subnet instances use Elastic |IPs or e ™\

Private Subnsats and
Hardware VPN Access

\_ Public Subnet )

\Amazon Virtual Private Cloud j




Il AWS -+~ Services v  Edi

Step 1: Select a VPC Configuration

In addition to containing agublic subnet, this configuration adds a private
subnet whose instanc re not addressable from the Internet. Instances
in the private subn n establish autbound connections to the Intemet
via the public su using Netwoark Address Translation (NAT).

ubnet

YPC with Public and
rivate Subnets

VPC with
Private Subnets and
Hardware VPN Access

cess the Internet. Private subnet instances access the Intemet via
Address Translation (NAT). (Hourly charges for NAT devices

VPC with a Private Sub
Only and Hardware VPN
Access

i)

Internet, S3,
DynamoDB, SNS,
SQAS, etc.

Amazon Virtual Privata Cloud




e Public subnet == intermet facing
* [External subnet
* [he haxOrs can get your datas
e Private subnet = intermnet facing
* [nternal subnet
* [he haxOrs will have a much harder time getting your datas




Public subnet requires an IGVV (internet
gateway) to talk to the intemets

Crivate subnet requires an NGV (NAT
gateway) to talk to the internets




e [GW (intermet gateway)

e Your public subnet traffic talks directly to the
intermets through the IGW

« NGW (NAT (Network Address Translation) gateway)
e Acronyms FIMFW

e YOour private subnet traffic must tunnel into the
oublic subnet, through the NAT gateway, and then
through the IGW




o NATI Gateways cost money
e nternet Gateways do not

e SO delete your NAT when you're done
WITH GREAT POWER

N\

COMES GREAT AWS




Choose your IP ranges, default

IS fine

Name your VPC and subnets

Place them in the same
availapility zone

Aaand... Now we need an

elastic IP for our NAT gateway
Open EC2 dashboard in a new

tab

Step 2: VPC with Public and Private Subnets

IP CIDR block:*
VPC name:

Public subnet:*
Availability Zone:*

Public subnet name:

Private subnet:*
Availability Zone:*

Private subnet name:

10.0.0.0/16 (65531 IP addresses available)
my_ballin_vpc
10.0.0.0/24 (251 IP addresses available)

A

No Preference +

Public subnet

10.0.1.0/24 (251 IP addresses available)

A

No Preference %

Private subnet

You can add more subnets after AWS creates the VPC.
Specify the details of yaur NAT gatewsay (NAT gataway rates spply).
Elastic IP Allocation ID*  alpalloc-f1089095
Acdd endpoints for S3 to your subnets

Subnet: None ¥

Enable DNS hostnames:* ® Yes () No

Hardware tenancy:” = Default =



EC2 Dashboard
Events

Tags

Reports

Limits

NSTANCES
Instances

Spot Requests
Reserved Instances
Scheduled Instances
Commands
Dedicated Hosts

Cl search : epalloc-e0

Elastic IP

52.6.108.168

Allocate New Address Actions »
4

Allocete New Address

(- T
2 8 A

Assoclate Addrees

Disassociate Address

Private [P Address

10.0.0.183



Step 2: VPC with Public and Private Subnets

IPv4 CIDR block:*
IPv8 CIDR block:

YPC name:
Public subnat's IPv4 CIDR:*

Availability Zone:*
Public subnet name:

Private subnet's IPv4 CIDR:*

Availability Zone:*

Private subnet name:

10.0.0.0/16 (65531 IP addresses availahle)

« No IPv8 CIDR Block
Amazon provided IPvB CIDR block

my_ballin_vpc|

10.0.0.0/24 {251 IP addrassas availablg)

No Preference 4
Public subnet

10.0.1.0/24 (251 IP addresses available)

No Preference 2

Private subnet

You can add more subnets after AWS creates the VPC.

Specify the details of your NAT gateway (NAT gateway rates apply).

Elastic IP Allocation ID:*

Service endpoints

Enable DNS hostnames:*

Hardware tenancy:*

Add Endpoint

a Yes ) No

Defaut %



Atitney Champion = N. Virginie -

' VPC Cashbeard VPC Creation Falled

Filer by VPC: There was an error creating your VIPC: The meximum number of VICs nas been reeched. (Service: AmazerEC2; Stetus Code: 400; Error Code: VpeLimitExceeded; Reqazst (D: ead692id-602f-4af1-£15€-
Nore - 75abc01b2794)

Virtual Privale Cloud

Your VPCx

Subneta



' VPC Dashboard VPC Successfully Created

' 4
Filter by VPC: Your VPC has been successfully created.

You can launch instances into the subnets of your VPC. For more information, see Launching an Instance inta Your Subnet.

None

4r

Virtual Private Cloud

Your VPCs






EC2 BDashboard
Events
Taqgs

Rapons
Limite

Instances

Spot Requasts
Rasarved Instances
Scheduled Iistances
Dadicated Hoele

AMI3
Rndle Tasks

Volumes

Snaoshcts

EC?2 Service Limite

Amazcn EC2 provides different resources that you can use, such as instances and volumes. When you create your AWS account, AW3 se’s limits fi

Instance Limits

Name
Running On-Cemand EC2 instances 4

Running On-NDemand ~1. madium instancas
Rurming On-Demand c1.xkurge instances
Running On-Demand ~3 2xlarga instancas
Running On-Demand c3.4xlarg2 instancas
Running On-Demand =3 .8xlarga instancas
Hunning On-Demand c3.large Instancas

Running On-Demand ¢3.xlarge inetances

Current L

20

20

20

20

20

i S SO
MASTER\WAYNE



Back to the fun stuf...



Wh taey Champen -

VPC Dasrboard m Subnet Aotions ~
4

Filtar by VFC.

Nom ¢ Q vpe-E0T1 3304 X
Virtual Private Cloud Name ~ Subnat ID State « VPC « CIDR « AvalablalPs + Awailability Zone + Route Table + Network ACL
v AP = ) 8 v J
Your VPCz Public subnet subret-d0822ca3 avalstle spc-80f18904 (1D.0.0.0M58] |my...  10.00.0/24 250 us-east-*c rh-719682015 ackofdddefd
SUDNATR Prvate subsel subrel-d2822cat avaletle rpc-G0f13904 (10.0.0.0M53] | my...  10.0.1.C/24 251 us-east-‘c rb-7036Cae 14 ack-9f4dctb
Route Tebles

Interna” Gateways



e Route tables

e Network Access Control Lists (NACLS)
e Gateways

* All the things
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SIEP 2: CHOOSE SPECS

1. Choose AMI 2. Choose Instance Type 3. Canfigura Instance 4. Add Storage 5. Add Tags 6. Configure Security Graup 7. Review

Step 2: Choose an Instance Type

Amazon EC2 provides a wide selection of instance types optimized to fit different use cases. Instances are virtual servers that can run applications. T
resources for your applications. Learn more about instance types and how they can meet your computing needs.

Filter by:  Allinstance types v Current generation v Show/Hide Columns

Currently selected: t2.micro (Variable ECUs, 1 vCPUs, 2.5 GHz, Intel Xeon Family, 1 GiB memory, EBS only)

Family - Type - vCPUs (| - Memary (GiB) -
General purpose t2.nano 1 0.5
- General purose AT 1 1
General purpose t2.small 1 2
General purpose t2.medium 2 E



STEP 3: CONFIGURE DETAILS

1. Choose AMI 2. Choose Instance Typ=a 3. Canfigure Instance 4. Add Storage 5. Add Tags 6. Configure Securty Group 7. Raview

Step 3: Configure Instance Details

Caonfigure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot instances to take advantage of the lower pricing, a

Number of instances (j) 1 Launch into Auto Scaling Group (i)
Purchasing option (i) 1 Request Spot instances
Network (i) (‘ypc-47c14d20 | SG DEPLOY VPC (default) 3] C Create newVpPC
Subnet (i) [ No preference (default subnet in any Availability Zon 4 Create new subnet
Auto-assign PublicIP (i) [ Use subnet setting (Enable) 4
IAMrole (i) ("None 4] C Create new IAM role
Shutdown behavior (i) [ Stop %)

Enable termination protection (i) | | Protect against accidental termination

Monitoring (i) ( | Enable CloudWatch detailed monitoring
Additional chargaes apply.
Tenancy (i) ( Shared - Run a shared hardware instance $)

Additional charges will apply for dedicated tenancy.

» Advanced Details



SIEP 4: STORAGE

1. Chooze AMI 2. Choose Ingiance Type 3. Configure Instance 4. Add Storage 5. Add Tags 6. Configure Security Group 7. Review

Step 4: Add Storage

Your instance will be launched with the following storage device settings. You can attach additional EBS volumes and instance store volumas to you
edit the settings of the root volume. You can also attach additional EBS volumes after launching an instance, but not instance store volumes. Learn

storage options in Amazon EC2.

Volume Type (i Device (i,  Snapshat (i Size (GiB) (i)  Volume Type i) IOPS (i) T(':':I:;’
snap- ,

Root /dev/xvda 8 ( General Purpose SSD (GP2) *) 10073000 N/A
037f1f3ebcB8eaddbs

Add New Volume

Free tier eligible customers can get up to 30 GB of EBS General Purpase (SSD) or Magnetic storage. Leam more about free usage tier eligibility

usags restrictions.




SIEP &: TAGS

e Assign tags (optional)

1.Choose AMI 2. Croose Instarce Type 3. Corfigure Instance 4. Add Storage 5.Add Tags 6. Convigure Security Group 7. Review

Step 5: Add Tags
A tag consists of a case-sensitive key-value par. For example, you coud define a tag wth key = Name and value = Webserver.

A copy of a tag can be apglied to volumes, nstances or bott.
Tags will be appled to all instances and volumes. Lea'n mor2 about tajging your Amazon ECZ resources.

Kay (127 charactars maximam) Value (255 charactars maximum)

Name bastion

Env dav

Add another tag (Up to 50 tags maximum)

DO



SIEP 6: SECURITY GROUPS

e (Create a security group
o By default: deny all inbound

o Goal: Allow only what is necessary

Step 6: Configure Security Group

A security group ke a set of firewall rules that contral tha traffic for vaur Inatance. On this page, you can add rules ta zllow apecific traffic to reach your ihatance. Far axampla, If you want ta sat up 2 web
server and allcw Internet traffic to reach your instance, add rules that allow unrestricted access to the HTTP and HTTPS ports. You can create a new security group cr select from an existing one below.

Leern more ebout Amazon BCZ securily groups.
Assign a security graup: = Create a new security group

) Select an existing security graup

Security group name: super-secure-tastion-nost
Dascription: [22 ]
Type (i Protocol (i Port Range i Source i
o :) 7CP 2 (MyIF 3 74.118.240.108/32 o

Add Rule



REVIEW AND LAUNCH!
[t will ask you to choose or create a key

T you create a new one, save it in a safe place
o Atthe very least, remember where you put it

You Will need it to SSH



Optional

Just like we did for the NAT gateway, go allocate a new
elastic IP address

e EC2 Dashboard —> Elastic IPs —> Allocate New
Associate it with your new instance




ssh -i /path/to/your_key.pem ec2-user@$ELASTIC_IP

o
\




PERMISSION

— N

DY

chmod 600 your_key.pem




NOW YOU HAVE A BASTION HOST

e [tis sitting in your public subnet (so you can get to it)

o You willuse it to SSH tunnel to the instances you deploy in your private subnet
(aka the stuff you care about)

 Now repeat steps 1-7 on your own to deploy a second instance in the private
supnet

e (Choose the private subnet in step 3
 Make note of the private IP address assigned to the second instance

Step 6: Configure Security Group

A security group is a set of firswall rules that control the traffic for your instance. On this page, you can add rdes to allow specific traffic 1o reach your instance. For example, if you vant to set up a web
server and zllow Intemet traff ¢ 10 reach your instance, add rues that allow unrestricted accees to the HTTP and HTTPS porte. You can crecte a new sacunity group or select from an existing one bedow.

Learm more about Amazon ECZ security groups.
Assign a security group: ®Credle a new securily group

L Sslact an exliating securty group

Sacurity group name: SURET- SECUNe-Server
Descriplion: 22,80, 443
Type (I Pratocol 1) Port Range | Source |’
SEH g TGP 2 Custom $ 10.0.0.018 (%]
HTTP . ToP 50 Custom $ 0.0.0.0/, 20 (%]
HTTPS x CP 143 Custom & 0.0.0.00, =20 (%]

Add Rule



e Rather than using a bastion host, you can set up a VPN
server in your public subnet

 OpenVPN is a great choice
e Fasytosetup

e Free for 2 concurrent users

e 2 factor authentication option

e 2 or more VPCs connected with VPC peering, containing
only private subnets, and a designated VPC with a public
subnet for a bastion or VPN servers

* Or whatever you want



 Mac
e Vvim ~/.ssh/config

Host $ PRIVATE IP
ProxyCommand ssh bastion -W $h:%p
Host bastion
Hostname SELASTIC IP
User ecZ-user

IdentityFile /path/to/your key.pem

e Windows
e (Generate ppk with PUTTYgen
e Save connection settings in PuTTY with your ppk
e Connect via mRemote

e Oruse an SSH manager (Royal TSX, Termius, Shuttle, etc)



ssh -i /path/to/your_key.pem ec2-user@$PRIVATE_IP



sudo yum -y 1nstall httpd
sudo service httpd start

sudo chkconfig httpd on



* Now you have a web server, but no way for anyone to get to it

e (Create a classic load balancer with the following listener
configuration

Load Balancer Protocol Load Balancer Port Instance Protocol Instance Port

HTTF B 80 HTTP - 8C

Add

e (Choose your VPC, the public subnet, and server security
group
e Health check on TCP port 80, Healthy threshold 2

e AssIgn your web server instance to it



SuUy a domair

Add a CNAME for your load balancer

Ut something welird on your web server

™ Cart(0) 3000 BVl UL

Srofit
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