
setting up an 
identity aware 

proxy



what is an identity aware proxy?

● an identity-aware 
authentication and 
authorization layer in front 
of your web applications

● roles/access policies are 
managed by an identity 
provider instead of your 
applications



why do we want one of these?

● additional layer of protection in front of your 
application

● users must be authenticated, authorized, and 
validated with an identity provider before 
they’re able to access your
application

● gets us closer to a zero trust
model
○ “don’t trust anyone until

they’ve been verified”



how do we do it?

● choose your identity provider (IdP)
● set up a load balancer in front of your application
● configure your load balancer to either:

○ use OpenID Connect (OIDC) with your IdP
○ use AWS Cognito configured with your IdP with one of the 

following:
■ SAML
■ OIDC
■ Google
■ Facebook
■ Amazon
■ Apple



onward!
let’s set one up :)



choose your identity provider

● there are lots to choose from–find what fits 
your organization and use case
○ price
○ user limits
○ MFA options
○ passwordless options
○ self hosted or managed
○ SLA



create a load balancer

● name
● scheme
● VPC
● security group
● listeners
● SSL certificates



create a target group

● this will tell the load 
balancer how to access 
your application
○ port 
○ protocol
○ VPC
○ instances
○ health checks



configure your application in your IdP



configure your listeners

● port 80
○ forward to 443

● port 443
○ OIDC
○ issuer 
○ authorization endpoint
○ token endpoint
○ user info endpoint
○ client ID
○ client secret
○ target group

■ this should be 
pointed at your 
application instance



now we have

● an IdP configured with our application 
● a load balancer configured to

○ redirect all port 80 requests to port 443
○ authenticate all port 443 requests with our 

IdP via OIDC
○ forward successfully authenticated users 

to our application in a target group



takeaways

● there are lots of ways to do this
○ this is an example of doing it with AWS and 

FusionAuth
○ you can do this with *just* AWS Cognito or 

similar cloud-native services
■ not as feature-rich, but still 100% doable

● you don’t need to spend a fortune on security to 
be secure
○ i like to promote FusionAuth 
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