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• CTO / Co-founder @ Recon InfoSec

• SANS DFIR Instructor

• Black Hat Trainer

• Former Cyber Warfare Operator @ Air Nat’l Guard
• Former SOC Manager @ Texas DPS

Introduction: Eric Capuano



Introduction: Whitney Champion

• Lead Architect / Co-founder @ Recon InfoSec

• Former: Red Hat, Booz Allen Hamilton, SPAWAR

• DEF CON Hacker Tracker

• unicorns.lol



• What is Velociraptor? (your new most powerful tool)

• Security Agent Deployment & Monitoring

• Scheduled Hunts & Server Events

• Endpoint Visibility & Interrogation

• Real-Time Eventing & Log Forwarding

• Threat Hunting & Detection

• Incident Response, Containment, & Remediation

Agenda

https://github.com/Velocidex/velociraptor









Security Agent 
Deployment & Monitoring



















Scheduled Hunts &
Server Events





Full artifact available on GitHub:

https://github.com/ReconInfoSec/velociraptor-to-timesketch 







Easily collect 
endpoint data from 
artifact collections 
and automagically 
send it elsewhere for 
further analysis. 

● Elasticsearch
● Splunk
● MySQL
● PostgreSQL
● SQLite
● S3







Endpoint Visibility & 
Interrogation



































Real-Time Eventing 
& Log Forwarding













Threat Hunting & Detection





https://github.com/Yamato-Security/hayabusa



https://github.com/Yamato-Security/hayabusa



https://github.com/SigmaHQ/sigma



https://github.com/SigmaHQ/sigma















Incident Response, 
Containment, & Remediation





















https://github.com/EricZimmerman/KapeFiles



https://github.com/EricZimmerman/KapeFiles/blob/master/
Targets/Compound/!SANS_Triage.tkape



ArtifactNameRegex: Windows.KapeFiles.Targets

https://github.com/ReconInfoSec/velociraptor-to-timesketch 

Ship your triage 
acquisitions off 
to be plaso’ed 
and psort’ed into 
Timesketch.



Want to go deeper?
● Incident Response with Velociraptor:

○ https://reconis.co/IR_with_VR

● Breaches Be Crazy:

○ https://reconis.co/breaches 
@eric_capuano@infosec.exchange

@shortstack@infosec.exchange

www.reconinfosec.com

github.com/reconinfosec

Thanks for Attending!


