open source devops
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intro

whitney champion / @shortxstack

systems architect / engineer in charleston, SC
mom of 3

standard nerd
always learning
https://unicorns.lol
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infrastructure

development Securlty
quality automation
assurance
d monitoring /
ci & cd evops alerting / logging
disaster performance
recovery
configuration availability
management

deployments
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create custom VMs and images
with packer



"variables": {

"env": "dev",

"build":

"api",

"timestamp": "1487793684",
"github-commit": "a7aa8810edccce5989cd787851e8311a5d58d50f"

1

"builders": [

{

X
15

"provisioners": [

{

"type": "amazon-ebs",

"region": "us-east-1",
"associate_public_ip_address": true,

"source_ami": "ami-la2b3c4d",

"security_group_id": "sg-la2b3c4d",
"instance_type": "t2.micro",

"ssh_username": "centos",

"ssh_private_key file": "./key-{{user “env’}}.pem",
"ssh_keypair_name": "key-{{user “env'}}",

"ami_name": "unicorns-{{user “build }}-{{user "timestamp’}}",
"iam_instance_profile": "iam_instance_profile_admin",
"run_tags": {

"Name": "unicorns-{{user “env’}}-{{user “build }}-{{user “timestamp’}}"
s
"run_volume_tags": {

"Name": "unicorns-{{user “env’}}-{{user “build" }}-{{user "timestamp”}}"
s
"tags": {

"Name": "unicorns-{{user “build }}-{{user "timestamp”}}",

"Build": "{{user “build }}",
"Commit": "{{user "~github-commit”}}"

"type": "shell",
"inline": [
"eval sudo \"$(aws ecr get-login --region us-east-1)\"",

"sudo docker pull 821112832814.dkr.ecr.us-east-1.amazonaws.com/unicorns-{{user “build" }}:{{user

“github-commit™ }}"



"variables": {
"env": "dev",
"build": "api",
"timestamp": "1487793684",
"github-commit": "a7aa8810@e@ccce5989cd787851e8311a5d58d50f"
1
"builders": [
{
"type": "amazon-ebs",
"region": "us-east-1",
"associate_public_ip_address": true,
"source_ami": "ami-la2b3c4d",
"security_group_id": "sg-la2b3c4d",
"instance_type": "t2.micro",
"ssh_username": "centos",
"ssh_private_key file": "./key-{{user “env’}}.pem",
"ssh_keypair_name": "key-{{user “env'}}",
"ami_name": "unicorns-{{user “build’ }}-{{user “timestamp’}}",
"iam_instance_profile": "iam_instance_profile_admin",
"run_tags": {

"Name": "unicorns-{{user “env’}}-{{user “build }}-{{user “timestamp’}}"

1

"run_volume_tags": {

"Name": "unicorns-{{user “env’ }}-{{user “build }}-{{user “timestamp’}}"

1

"tags": {
"Name": "unicorns-{{user “build }}-{{user "timestamp”}}",
"Build": "{{user “build }}",
"Commit": "{{user "“github-commit™}}"

}
1,
"provisioners": [
{
"type": "ansible",

"playbook_file": "./playbook.yml"



build your infrastructure
with ansible



VPC

subnets

route tables
ACLs

NATSs

security groups



- hosts: localhost

tasks:
- name: Create my CloudFormation stack
cloudformation:
stack _name: : "unicorn-vpc-dev”
regionr: : "us-east-1"
template: t: ./cf-template.json
args:

template parameters:
KeyName: unicorns-dev
register: stack



- hosts: localhost
vars:
vin_name: my-new-vm
vim_memory: 4

tasks:
- name: create VM
virt:
name: "{{ vm_name }}"
command: define
xml: "{{ lookup('template', 'vm-template.xml.j2') }}"



provision new apps & servers
with ansible



@GALAXY ABOUT

jffz.netdata

Install netdata on Linux host

Downloads |64

¥ Issue Tracker © Github Repo & Download

Type Ansible
Minimum Ansible Version 2.2

Installation $ ansible-galaxy install jffz.netdata

Tags netdata

EXPLORE

SEARCH

BROWSE AUTHORS SIGN IN

ROLE DETAIL




ansible-galaxy init $ROLE_NAME



- hosts: kolide
roles:
- kolide

super fast.
super easy.
super shiny.

source: https://github.com/Benster900/BlogProjects/

shortstack, ...
@ SHORTSTACK

CentOS Linux 7.0.0

O -
1x Unknown 18 GB

GHz

amonth
52:54:00:BA:96:09

@ 1921681217

n 1-2 of 2 hosts

[ 20 v ‘ Hosts per page

B ALLHOSTS 2

Add New Host

EW

&
CentOS Linux 7.0.0
b= 0

1x U”t(’IOW” 7.6 GB 2 months

2
[@) 52:54:00:72:70:51

@ 192168125




YODAWG I'HEARD'YOU LIKE
SOL

New Query

Query Title sns?’

SO WE PUT SOL IN YOURSOL SO YOU
CAN QUERY WHILE YOU QUERY

last logins

sqQL
SELECT * FROM last;

2 of 2 Hosts Returning 332 Records

Select Targets 2 unique hosts

All Hosts X w

EXPORT HH

Y hostname Y host Y pid Y time Y tty Y type Y username

wchampion



- hosts: linux_servers
become: yes
become_user: root
tasks:
- include_vars: group_vars/agents
- import_tasks: roles/osquery/deploy.yml

source: https://github.com/Benster900/BlogProjects/

@ Add Script
You can add scripts inline or from a url. You will soon be able to schedule your scripts to run.

SCRIPT NAME *
osquery

SCRIPT DESCRIPTION
install/configure osquery daemon

TYPE »

Ansible Playbook

SOURCE *
Inline

Script *

Optional

Choose the type of your script. Consult the docs, on adding your

scripts

Specify the type of your script source.

Copy paste your script. Make sure the script's format is alligned
to the examples

C RESET FORM




\
m[ ~openvpn TAGS  DOWNLOAD

" Inline Script

- name: "Configure OpenVPN server"

ID 95¢ a3f9431cba20cb6d86c7e6fa
hosts: openvpn
vars:
- env: "dev" Description install openvpn and enable 2 factor
SR drat 21kt
tasks: Type ansible

- name: Download OpenVPN Access Server
get_url:

url: http://swupdate.openvpn.org/as/openvpn-as-2.5-Cent0S7.x86_64.rQ

dest: /tmp/openvpn.rpm

- name: Install OpenVPN Access Server
shell: yum -y install /tmp/openvpn.rpm
become: yes
become_method: sudo

- name: Install google-authenticator
package: name=google-authenticator state=installed
become: yes
become_method: sudo

- name: Change SELinux config to allow VPN tunnel
shell: setsebool -P httpd can_network connect 1
become: yes
become_method: sudo

- name: Configure OpenVPN Access Server

become: yes

template:
src: files/openvpn/config.json.j2
dest: /usr/local/openvpn_as/etc/config.json
owner: root
group: root
mode: 0644



monitor all the things
with open source monitoring platforms



stack
o graylog web interface
o elasticsearch
o mongodb

collector-sidecar agents on all your systems

gray -



stack
o elasticsearch
o logstash
o kibana
beats log shippers on all your systems
o filebeat, winlogbeat, etc




OSSEC fork

stack
o elasticsearch
o logstash
o kibana

o wazuh kibana plugin

OSSEC HIDS agents on all systems



there are a million ways to do all of these things
evaluate and pick the tools that are right for the job

leverage open source where you can and recoghize where you can’t
security baked in, always



the end
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